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CODE/SERIAL 

NO. 


******** /'OOOOOO 1 


http'.-'/wmv. ispA. ne. jp 


**** ****/000000 2 


http : //' www. ispA. ne. jp 


**** **** /OOOOOO 3 


http://www. ispA. ne. jp 


**** **** /0000004 


http://'www. ispA. ne. jp 


**** **** /OOOOOO 5 


http-//www, ispA.ne.jp 


jic*** **i|o|c/000000 6 


http://mm. ispA. ne. jp 


**** **** /OOOOOO 7 


ht tp : // www. i s p A . n e . j p 


***** *** /OOOOOO 8 


http://mnr. ispA. ne.jp 
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SEND ONE-TIME ID TO ROUTER 



RECEIVE ONE-TIME 10 AND E.EQUEST TO S6.HD 

PRODUCT CODE AND SERIAL NO. OF 
CORRESPONDING DEVICE FROM SIMPLE 
SETTING SERVER 



SEND PRODUCT CODE AND SERIAL NO. OF 
DEVICE CORRESPONDING TO ONE-TIME ID 
TO SIMPLE SETTING SERVER 
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FIG. 33 



RECEIVE DEVICE AUTHENTICATION 
REQUEST FROM ROUTER 



ENCRYPT CHALLENGE WITH PRIVATE KEY 



SEND ENCRYPTED CHALLENGE TO ROUTER 



RECEIVE DEVICE ID AND PASSPHRASE 
FROM ROUTER 



AUTHENTICATE ROUTER 



GENERATE AND STORE ONE-TIME ID 



SEND ONE-TIME ID TO ROUTER 



RECEIVE ONE-TIME ID AND GEQuEST to SEND 
PRODUCT CODE AND SERIAL NO. OF 
CORRESPONDING DEVICE FROM ISP 
DOWNLOAD SERVER 



SEND PRODUCT CODE AND SERIAL NO. OF 
DEVICE CORRESPONDING TO ONE-TIME ID 
TO ISP DOWNLOAD SERVER 
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FIG. 34 
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START OF CONNECTION SETTING PROCESS 
OF ISP DOWNLOAD SERVER 



RECEIVE REQUEST FOR SETTING 
INFORMATION FROM ROUTER 



SEND DEVICE AUTHENTICATION 
START TRIGGER TO ROUTER 



RECEIVE ONE-TIME ID FROM ROUTER 



SEND ONE-TIME ID TO DEVICE 
AUTHENTICATION SERVER, AND REQUEST 
SERVER TO SEND PRODUCT CODE AND 
SERIAL NO. OF CORRESPONDING DEVICE 



RECEIVE PRODUCT CODE AND SERIAL NO. 
FROM DEVICE AUTHENTICATION SERVER 
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SEARCH FOR ISP CONNECTION ID/PASSWORD 
CORRESPONDING TO PRODUCT CODE AND 
SERIAL NO. 



SEND ISP CONNECTION ID/PASSWORD 
TO ROUTER 
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( END ) 
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(^START OF CONNECTION SETTING PROCESS OF ROUTER) FIG. 38 



CONNECTION ESTABLISHED? "^ > S2001 
jYES 



SEND SIMPLE SETTING ID/PASSWORD TO BAS 



RECEIVE NOTIFICATION OF AUTHENTICATION 
RESULT FROM BAS 



RECEIVE INPUT OF IDENTIFIER 



REQUEST SETTING INFORMATION FROM 
SIMPLE SETTING SERVER 



RECEIVE DEVICE AUTHENTICATION START 
TRIGGER FROM SIMPLE SETTING SERVER 



REQUEST DEVICE AUTHENTICATION SERVER 
TO AUTHENTICATE DEVICE 



RECEIVE ENCRYPTED CHALLENGE FROM 
DEVICE AUTHENTICATION SERVER 



DECRYPT ENCRYPTED CHALLENGE WITH PUBLIC KEY. 
AND COMPARE DECRYPTED CHALLENGE WITH READ 
CHALLENGE 



SEND DEVICE ID AND PASSPHRASE 
TO DEVICE AUTHENTICATION SERVER 



RECEIVE ONE-TIME ID FROM 
DEVICE AUTHENTICATION SERVER 



SEND ONE-TIME ID TO ISP DOWNLOAD SERVER 



RECEIVE ISP CONNECTION ID/PASSWORD 
FROM IS P DOWNLOAD SERVER 



SET ISP CONNECTION ID/PASSWORD 
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